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CIfriIX

Souhrnné informace o vydanych hotfixech produkt( Citrix naleznete na: Citrix Hotfix Center.
V lednu 2022 vydal CITRIX nasledujici bezpecnostni aktualizace:

Citrix Virtual Apps and Desktops Current Release (CR)

V pfipadé, Ze vyuzivate Citrix Virtual Apps and Desktops v CR vétvi, jsou vSechny opravy a bezpecnostni
hrozby reseny vydanim nové verze Citrix Virtual Apps and Desktops. Aktualni verze v CR vétvi je 7 2112
(https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html)

Citrix Virtual Apps and Desktops 7 1912 Long Term Service Release (LTSR)

V pfipadé, Ze vyuzivate Virtual Apps and Desktops v LTSR vétvi, jsou vsechny aktualizace a bezpecnostni
hrozby reseny vydavanim kumulativnich aktualizaci.

Pro aktualni Virtual Apps and Desktops 7 1912 je kdispozici cumulative update 4 (CU4)
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/1912-Itsr.html

Aktudlni verze Provisioning Services v LTSR vétvi je 1912.

Citrix Hypervisor (XenServer)

Recommended Hotfixes for Hypervisor 8.x

Aktudlni LTSR verze pro 8.2 je Hypervisor 8.2 LTSR CU1

Aktudlni LTSR verze pro 7.1 je Hypervisor 7.1 LTSR CU2
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Citrix ADC (Netscaler)

Aktudini verze Citrix ADC release:

Release 13.1 — build 4.43/9.60/12.51
Release 13.0 — build 83.27/83.29/84.11
Release 12.1 — build 62.27/63.22/64.16
Release 11.1 — build 63.9/65.16/65.22

Citrix Workspace app (Citrix Receiver)

Aktudlni verze pro CR je Citrix Workspace app 2112.1

Aktudlni verze pro LTSR je Citrix Workspace app 19.12.6 LTSR

Citrix Endpoint Management (XenMobile)

Aktualni verze Citrix Endpoint Management Serveru je 10.14:

http://docs.citrix.com/en-us/xenmobile/server.html.
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Souhrnné informace naleznete zde: Security Update Guide

V lednu 2022 vydal Microsoft nasledujici bezpecnostni aktualizace:

Release date [ Impact Severity Article Download Details

Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21884
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21963
Jan 11, 2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21962
Jan 11, 2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21928
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21897
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21881
Jan 11, 2022 | Denial of Service Important | 5009546 | Security Update | CVE-2022-21890
Jan 11, 2022 | Denial of Service Important | 5009546 | Security Update | CVE-2022-21883
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21959
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21892
Jan 11, 2022 | Denial of Service Important | 5009546 | Security Update | CVE-2022-21889
Jan 11, 2022 | Information Disclosure Important | 5009546 | Security Update | CVE-2022-21880
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21902
Jan 11,2022 | Information Disclosure Important | 5009546 | Security Update | CVE-2022-21904
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21878
Jan 11, 2022 Security Feature Bypass Important | 5009546 | Security Update | CVE-2022-21924
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21901
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21961
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21908
Jan 11, 2022 Security Feature Bypass Important | 5009546 | Security Update | CVE-2022-21900
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21960
Jan 11, 2022 Security Feature Bypass Important | 5009546 | Security Update | CVE-2022-21913
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21903
Jan 11,2022 | Security Feature Bypass Important | 5009546 | Security Update | CVE-2022-21894
Jan 11,2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21893
Jan 11,2022 | Denial of Service Important | 5009546 | Security Update | CVE-2022-21843
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21874
Jan 11, 2022 Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21958
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21910
Jan 11, 2022 Security Feature Bypass Important | 5009546 | Security Update | CVE-2022-21905
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21885
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21879
Jan 11,2022 | Information Disclosure Important | 5009546 | Security Update | CVE-2022-21876
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21875
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21873
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21870
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21868
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21867
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21866
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21864
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Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21863
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21862
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21860
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21859
Jan 11,2022 | Elevation of Privilege Critical 5009546 | Security Update | CVE-2022-21857
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21838
Jan 11, 2022 Spoofing Important | 5009546 | Security Update | CVE-2022-21836
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21835
Jan 11,2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21834
Jan 11,2022 | Elevation of Privilege Critical 5009546 | Security Update | CVE-2022-21833
Jan 11,2022 | Information Disclosure Important | 5009546 | Security Update | CVE-2022-21915
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21914
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21895
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21916
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21919
Jan 11,2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21851
Jan 11,2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21850
Jan 11,2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21849
Jan 11,2022 | Denial of Service Important | 5009546 | Security Update | CVE-2022-21848
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21871
Jan 11, 2022 | Elevation of Privilege Important | 5009546 | Security Update | CVE-2022-21920
Jan 11, 2022 | Remote Code Execution Important | 5009546 | Security Update | CVE-2022-21922
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21901
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21963
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21962
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21959
Jan 11, 2022 Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21900
Jan 11,2022 | Remote Code Execution Critical 5009557 | Security Update | CVE-2022-21907
Jan 11,2022 | Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21906
Jan 11, 2022 | Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21913
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21884
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21960
Jan 11, 2022 Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21894
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21958
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21903
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21892
Jan 11, 2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21843
Jan 11, 2022 Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21924
Jan 11, 2022 Security Feature Bypass Important | 5009557 | Security Update | CVE-2022-21905
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21928
Jan 11, 2022 | Information Disclosure Important | 5009557 | Security Update | CVE-2022-21904
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21897
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21885
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21902
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21896
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21961
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21910
Jan 11,2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21890
Jan 11,2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21889
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Jan 11,2022 | Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21874
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21908
Jan 11,2022 | Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21893
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21888
Jan 11, 2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21883
Jan 11, 2022 | Information Disclosure Important | 5009557 | Security Update | CVE-2022-21880
Jan 11,2022 | Remote Code Execution Critical 5009557 | Security Update | CVE-2022-21912
Jan 11,2022 | Remote Code Execution Critical 5009557 | Security Update | CVE-2022-21898
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21882
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21881
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21879
Jan 11, 2022 | Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21878
Jan 11, 2022 | Information Disclosure Important | 5009557 | Security Update | CVE-2022-21877
Jan 11, 2022 | Information Disclosure Important | 5009557 | Security Update | CVE-2022-21876
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21875
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21873
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21872
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21870
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21869
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21868
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21867
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21866
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21865
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21864
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21863
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21862
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21861
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21860
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21859
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21858
Jan 11, 2022 | Elevation of Privilege Critical 5009557 | Security Update | CVE-2022-21857
Jan 11, 2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21839
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21838
Jan 11, 2022 Spoofing Important | 5009557 | Security Update | CVE-2022-21836
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21835
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21834
Jan 11, 2022 | Elevation of Privilege Critical 5009557 | Security Update | CVE-2022-21833
Jan 11,2022 | Information Disclosure Important | 5009557 | Security Update | CVE-2022-21915
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21914
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21895
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21916
Jan 11, 2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21918
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21919
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2021-36976
Jan 11,2022 | Remote Code Execution Critical 5009557 | Security Update | CVE-2021-22947
Jan 11, 2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21852
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21851
Jan 11,2022 | Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21850
Jan 11,2022 | Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21849

ORBIT s.r.o., Na Schodech 1, 140 00 Praha 4, T: +420 272 701 345, E: info@orbit.cz,
Customer Hotline +420 840 180 180

orbit

WWW.ORBIT.CZ




Jan 11,2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21848
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21871
Jan 11,2022 | Elevation of Privilege Important | 5009557 | Security Update | CVE-2022-21920
Jan 11, 2022 Remote Code Execution Important | 5009557 | Security Update | CVE-2022-21922
Jan 11, 2022 | Denial of Service Important | 5009557 | Security Update | CVE-2022-21847
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Prehled aktualnich vydani a aktualizaci u spole¢nosti RSA

RSA Authentication Manager

RSA Authentication Manager 8.6

RSA AM 8.6 patch 1 Download:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
1-update-download/ta-p/656920

RSA AM 8.6 patch 1 Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-6-patch-1-
readme/ta-p/656154

RSA AM 8.6 Web-Tier Server patch 1 Download
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
1-web-tier-server-download/ta-p/656924

RSA AM 8.6 Web-Tier Server patch 1 Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-6-patch-1-
web-tier-readme/ta-p/656162

RSA Authentication Manager 8.5 patch 5

RSA AM 8.5 patch 5 Download:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-
5-update-download/ta-p/639734

RSA AM 8.5 patch 5 Release Notes:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-
S5-readme/ta-p/639754

RSA AM 8.5 Web-Tier Server patch 5 Download - https://community.rsa.com/t5/securid-authentication- tdh
manager/rsa-authentication-manager-8-5-patch-5-web-tier-server-download/ta-p/639735
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RSA AM 8.5 Web-Tier Server patch 5 Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-5-patch-5-
web-tier-readme/ta-p/639749

RSA Authentication Agent pro Windows - 7.4.5

RSA AA 7.4.5 Microsoft Windows Download - https://community.securid.com/t5/securid-authentication-
agent-for/rsa-authentication-agent-7-4-5-for-microsoft-windows-downloads/ta-p/668927

RSA AA 7.4.5 Microsoft Windows Release Notes:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-7-4-5-for-
microsoft-windows-release/ta-p/669871

RSA Authentication Agent pro Apache - 8.0.5

RSA AA 8.0.5 Web for Apache Download - https://community.rsa.com/t5/rsa-authentication-agent-
for/rsa-authentication-agent-8-0-5-downloads-for-web-for-apache/ta-p/585281

RSA AA 8.0.5 Apache Web Server Release Notes:
https://community.rsa.com/t5/rsa-authentication-agent-for/rsa-authentication-agent-8-0-5-for-web-for-
apache-release-notes/ta-p/585267

RSA Authentication Agent pro StoreFront — 2.0.2

RSA AA Citrix StoreFront Agent 2.0.2 Download - https://community.rsa.com/t5/rsa-authentication-
agent-for/rsa-authentication-agent-downloads-for-citrix-storefront-2-0-2/ta-p/584469

RSA AA 2.0.2 for Citrix StoreFront Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-agent-2-0-2-for-citrix-
storefront-release/ta-p/584433
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RSA Authentication Agent pro IIS - 8.0.5

RSA AA 8.0.5 for Web for IIS Download - https://community.rsa.com/t5/rsa-authentication-agent-for-
iis/rsa-authentication-agent-8-0-5-downloads-for-web-for-iis/ta-p/585283

RSA AA 8.0.5 for Web for IIS Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-agent-8-0-5-for-web-
for-iis-release-notes/ta-p/585269
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