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Aktualizace Citrix, MS, RSA 03/2022 

 
Souhrnné informace o vydaných hotfixech produktů Citrix naleznete na: Citrix Hotfix Center. 
V březnu 2022 vydal CITRIX následující bezpečnostní aktualizace: 

Citrix Virtual Apps and Desktops Current Release (CR) 

V případě, že využíváte Citrix Virtual Apps and Desktops v CR větvi, jsou všechny opravy a bezpečnostní 
hrozby řešeny vydáním nové verze Citrix Virtual Apps and Desktops. Aktuální verze v CR větvi je 7 2112 
(https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html)  

Citrix Virtual Apps and Desktops 7 2203 Long Term Service Release (LTSR)  

V případě, že využíváte Virtual Apps and Desktops v LTSR větvi, jsou všechny aktualizace a bezpečnostní 
hrozby řešeny vydáváním kumulativních aktualizací. 

Aktuální verze Provisioning Services v LTSR větvi je 2203. 

Citrix Hypervisor (XenServer) 

Recommended Hotfixes for Hypervisor 8.x 

Aktuální LTSR verze pro 8.2 je Hypervisor 8.2 LTSR CU1 

Aktuální LTSR verze pro 7.1 je Hypervisor 7.1 LTSR CU2 

Citrix ADC (Netscaler) 

Aktuální verze Citrix ADC release: 

• Release 13.1 – build 9.60/12.51/17.42 

• Release 13.0 – build 83.29/84.11/85.15 

• Release 12.1 – build 62.27/63.22/64.16 

• Release 11.1 – build 63.9/65.16/65.22 

  

http://support.citrix.com/search?searchQuery=*&lang=en&sort=cr_date_desc&prod=
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html
https://support.citrix.com/article/CTX225835
https://www.citrix.com/downloads/citrix-hypervisor/
https://support.citrix.com/article/CTX239916
https://www.citrix.com/downloads/citrix-adc/
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Citrix Workspace app (Citrix Receiver) 

Aktuální verze pro CR je Citrix Workspace app 2202 

Aktuální verze pro LTSR je Citrix Workspace app 19.12.7 LTSR 

Citrix Endpoint Management (XenMobile) 

Aktuální verze Citrix Endpoint Management Serveru je 10.14:  

http://docs.citrix.com/en-us/xenmobile/server.html. 

  

http://www.orbit.cz/
https://www.citrix.com/downloads/workspace-app/windows/workspace-app-for-windows-latest.html
https://www.citrix.com/downloads/workspace-app/workspace-app-for-windows-long-term-service-release/workspace-app-for-windows-1912ltsr.html
http://docs.citrix.com/en-us/xenmobile/server.html
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Souhrnné informace naleznete zde: Security Update Guide 

V březnu 2022 vydal Microsoft pro Windows servery 2016 a 2019 následující bezpečnostní aktualizace: 

Release Date Impact Max Severity Article Article Details 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23293 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23288 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23287 

Mar 8, 2022 Information Disclosure Important 5011503 Security Update  CVE-2022-24503 

Mar 8, 2022 Remote Code Execution Important 5011503 Security Update  CVE-2022-23285 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23283 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24455 

Mar 8, 2022 Security Feature Bypass Important 5011495 Security Update  CVE-2022-24502 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23284 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23296 

Mar 8, 2022 Remote Code Execution Important 5011503 Security Update  CVE-2022-23294 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24459 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23296 

Mar 8, 2022 Information Disclosure Important 5011503 Security Update  CVE-2022-23281 

Mar 8, 2022 Information Disclosure Important 5011495 Security Update  CVE-2022-21977 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24507 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24507 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23290 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23291 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24459 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23299 

Mar 8, 2022 Denial of Service Important 5011503 Security Update  CVE-2022-23253 

Mar 8, 2022 Information Disclosure Important 5011503 Security Update  CVE-2022-22010 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23298 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23284 

Mar 8, 2022 Remote Code Execution Important 5011495 Security Update  CVE-2022-21990 

Mar 8, 2022 Information Disclosure Important 5011495 Security Update  CVE-2022-23297 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23293 

Mar 8, 2022 Information Disclosure Important 5011495 Security Update  CVE-2022-24503 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24454 

Mar 8, 2022 Denial of Service Important 5011495 Security Update  CVE-2022-23253 

Mar 8, 2022 Denial of Service Important 5011503 Security Update  CVE-2022-21975 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24460 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-23299 

Mar 8, 2022 Information Disclosure Important 5011503 Security Update  CVE-2022-23297 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23290 

Mar 8, 2022 Information Disclosure Important 5011495 Security Update  CVE-2022-23281 

Mar 8, 2022 Remote Code Execution Important 5011503 Security Update  CVE-2022-21990 

Mar 8, 2022 Information Disclosure Important 5011495 Security Update  CVE-2022-22010 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24460 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24455 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24454 

Mar 8, 2022 Security Feature Bypass Important 5011503 Security Update  CVE-2022-24502 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23298 

Mar 8, 2022 Remote Code Execution Important 5011495 Security Update  CVE-2022-23294 

Mar 8, 2022 Remote Code Execution Important 5011495 Security Update  CVE-2022-23285 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23283 

Mar 8, 2022 Information Disclosure Important 5011503 Security Update  CVE-2022-21977 

http://www.orbit.cz/
https://portal.msrc.microsoft.com/en-us/security-guidance
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23293
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23288
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23287
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24503
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23285
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23283
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24455
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24502
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23284
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23296
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23294
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24459
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23296
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23281
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
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https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23291
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24459
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
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https://support.microsoft.com/help/5011503
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https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24503
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24454
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23253
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21975
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24460
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23299
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23297
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23290
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23281
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21990
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22010
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24460
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24455
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24454
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24502
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23298
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23294
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23285
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23283
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21977
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Mar 8, 2022 Denial of Service Important 5011495 Security Update  CVE-2022-21975 

Mar 8, 2022 Elevation of Privilege Important 5011495 Security Update  CVE-2022-24505 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-24505 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23287 

Mar 8, 2022 Elevation of Privilege Important 5011503 Security Update  CVE-2022-23286 

 

 

Přehled aktuálních vydání a aktualizací u společnosti RSA  

RSA Authentication Manager 8.6 
 
RSA AM 8.6 patch 2 Download: 
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-2-update-download/ta-p/673008 
 
RSA AM 8.6 patch 2 Release Notes: 
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-2-readme/ta-p/673023 
 
RSA AM 8.6 Web-Tier Server patch 2 Download 
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-2-web-tier-server-download/ta-p/673009 
 
RSA AM 8.6 Web-Tier Server patch 2 Release Notes: 
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-2-web-tier-readme/ta-p/673024 

RSA Authentication Manager 8.5 patch 5 

RSA AM 8.5 patch 5 Download: 
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-
5-update-download/ta-p/639734 
 
RSA AM 8.5 patch 5 Release Notes: 
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-
5-readme/ta-p/639754 
 
RSA AM 8.5 Web-Tier Server patch 5 Download - https://community.rsa.com/t5/securid-
authentication-manager/rsa-authentication-manager-8-5-patch-5-web-tier-server-download/ta-
p/639735 
 
RSA AM 8.5 Web-Tier Server patch 5 Release Notes: 
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-5-patch-
5-web-tier-readme/ta-p/639749 
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https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21975
https://support.microsoft.com/help/5011495
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24505
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24505
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23287
https://support.microsoft.com/help/5011503
https://catalog.update.microsoft.com/v7/site/Search.aspx?q=KB5011503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23286
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-update-download/ta-p/673008
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-update-download/ta-p/673008
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-readme/ta-p/673023
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-readme/ta-p/673023
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-web-tier-server-download/ta-p/673009
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-web-tier-server-download/ta-p/673009
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-web-tier-readme/ta-p/673024
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-2-web-tier-readme/ta-p/673024
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-update-download/ta-p/639734
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-update-download/ta-p/639734
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-readme/ta-p/639754
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-readme/ta-p/639754
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https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-web-tier-server-download/ta-p/639735
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-5-patch-5-web-tier-server-download/ta-p/639735
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-5-patch-5-web-tier-readme/ta-p/639749
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-manager-8-5-patch-5-web-tier-readme/ta-p/639749
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RSA Authentication Agent pro Windows - 7.4.5 

RSA AA 7.4.5 Microsoft Windows Download - https://community.securid.com/t5/securid-
authentication-agent-for/rsa-authentication-agent-7-4-5-for-microsoft-windows-downloads/ta-
p/668927 
 
RSA AA 7.4.5 Microsoft Windows Release Notes:  
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-7-4-5-for-
microsoft-windows-release/ta-p/669871 

RSA Authentication Agent pro Apache – 8.0.5 

RSA AA 8.0.5 Web for Apache Download - https://community.rsa.com/t5/rsa-authentication-agent-
for/rsa-authentication-agent-8-0-5-downloads-for-web-for-apache/ta-p/585281 
 
RSA AA 8.0.5 Apache Web Server Release Notes: 
https://community.rsa.com/t5/rsa-authentication-agent-for/rsa-authentication-agent-8-0-5-for-web-
for-apache-release-notes/ta-p/585267 

RSA Authentication Agent pro StoreFront – 2.0.2 

RSA AA Citrix StoreFront Agent 2.0.2 Download - https://community.rsa.com/t5/rsa-authentication-
agent-for/rsa-authentication-agent-downloads-for-citrix-storefront-2-0-2/ta-p/584469 
 
RSA AA 2.0.2 for Citrix StoreFront Release Notes: 
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-agent-2-0-2-for-citrix-
storefront-release/ta-p/584433 

RSA Authentication Agent pro IIS - 8.0.5 

RSA AA 8.0.5 for Web for IIS Download - https://community.rsa.com/t5/rsa-authentication-agent-for-
iis/rsa-authentication-agent-8-0-5-downloads-for-web-for-iis/ta-p/585283 
 
RSA AA 8.0.5 for Web for IIS Release Notes: 
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-agent-8-0-5-for-web-
for-iis-release-notes/ta-p/585269 
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