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Aktualizace Citrix, MS, RSA 07/2022

Cifrix

Souhrnné informace o vydanych hotfixech produktd Citrix naleznete na: Citrix Hotfix Center.
V Cervenci 2022 vydal CITRIX nasledujici bezpecnostni aktualizace:

Citrix Virtual Apps and Desktops Current Release (CR)

V pripadé, Ze vyuzivate Citrix Virtual Apps and Desktops v CR vétvi, jsou vsechny opravy a bezpecnostni
hrozby rfeseny vydanim nové verze Citrix Virtual Apps and Desktops. Aktudlni verze v CR vétvi je 7 2206
(https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html)

Citrix Virtual Apps and Desktops 7 2203 Long Term Service Release (LTSR)

V ptipadé, Ze vyuzivate Virtual Apps and Desktops v LTSR vétvi, jsou viechny aktualizace a bezpecnostni
hrozby feseny vyddvanim kumulativnich aktualizaci. Aktualni verze je 7 2203 LTSR Cumulative Update 1.

Aktualni verze Provisioning Services v LTSR vétvi je 2203 CU1.

Citrix Hypervisor (XenServer)

Recommended Hotfixes for Hypervisor 8.x

Aktualni LTSR verze pro 8.2 je Hypervisor 8.2 LTSR CU1

Aktualni LTSR verze pro 7.1 je Hypervisor 7.1 LTSR CU2

Citrix ADC (Netscaler)

Aktudlni verze Citrix ADC release:

e Release 13.1 - build 17.42/21.50/27.59
e Release 13.0 - build 85.19/86.17/87.9
e Release 12.1 —build 63.22/64.16/65.15
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https://support.citrix.com/article/CTX225835
https://www.citrix.com/downloads/citrix-hypervisor/
https://support.citrix.com/article/CTX239916
https://www.citrix.com/downloads/citrix-adc/

Citrix Workspace app (Citrix Receiver)

Aktualni verze pro CR je Citrix Workspace app 2207

Aktualni verze pro LTSR je Citrix Workspace app 19.12.7 LTSR

Citrix Endpoint Management (XenMobile)

Aktualni verze Citrix Endpoint Management Serveru je 10.14:

http://docs.citrix.com/en-us/xenmobile/server.html.

= Microsoft

Souhrnné informace naleznete zde: Security Update Guide

V Cervenci 2022 vydal Microsoft pro Windows servery 2016 a 2019 nasledujici Critical aktualizace:

Release Date | Product Impact Max Severity | Article Details

Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35766
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35794
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35767
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-35767
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-35753
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35753
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-35752
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35752
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-35745
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35745
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-35744
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-35744
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-34714
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-34714
Aug 9, 2022 Windows Server 2016 | Remote Code Execution | Critical 5016622 | CVE-2022-34702
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-34702
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-34696
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-34696
Aug 9, 2022 Windows Server 2016 | Elevation of Privilege Critical 5016622 | CVE-2022-34691
Aug 9, 2022 Windows Server 2019 | Elevation of Privilege Critical 5016623 | CVE-2022-34691
Aug 9, 2022 Windows Server 2016 | Remote Code Execution Critical 5016622 | CVE-2022-30133
Aug 9, 2022 Windows Server 2019 | Remote Code Execution Critical 5016623 | CVE-2022-30133
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RSA

Prehled aktudlnich vydani a aktualizaci u spolecnosti RSA

RSA Authentication Manager 8.7

Upozornéni:

Additional Information About Upgrading to SecurlD® Authentication Manager 8.7

Authentication Manager 8.7 upgrade kit has an issue due to the RADIUS upgrade and its download is no
longer available. We are working on a short-term and long-term fix and will have further details soon.
Please contact RSA Customer Support if you would like to upgrade using the kit that you have already
downloaded. RSA will subsequently provide a new SecurlD® Authentication Manager 8.7 upgrade kit
that can fully fix this issue.

RSA AM 8.7 Download:
https://edelivery.rsasecurity.com/dlm/auth mgr servers/auth mgr 8 7/rsa-am-update-8.7.0.0.0.zip

RSA AM 8.7 Release Notes:
https://community.securid.com/t5/securid-authentication-manager/rsa-securid-access-release-notes-
for-rsa-authentication-manager/ta-p/680365

RSA AM 8.7 Web-Tier Server Download
https://edelivery.rsasecurity.com/dlm/auth _mgr servers/auth mgr 8 7/myrsa new existing custom
er/rsa-am-extras-8.7.0.0.0.zip

RSA Authentication Manager 8.6

RSA AM 8.6 patch 3 Download:
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-3-update-download/ta-p/678383

RSA AM 8.6 patch 3 Release Notes:
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-3-readme/ta-p/678548

RSA AM 8.6 Web-Tier Server patch 3 Download
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-3-web-tier-server-download/ta-p/678634

RSA AM 8.6 Web-Tier Server patch 3 Release Notes:
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-
patch-3-web-tier-readme/ta-p/678549

ORBIT s.r.o. | www.orbit.cz 3|4


http://www.orbit.cz/
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fcommunity.securid.com%2Ft5%2Fsupport-information%2Fhow-to-contact-securid-support%2Fta-p%2F563897&data=05%7C01%7CAlbert.Arockiasamy%40securid.com%7Ced2a89ea6e9f4a2e08fc08da5b60880d%7C3e855fcd203344818ea0c540b5640450%7C0%7C0%7C637922767401807312%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=GcEsj%2FGG0PzoL2ny5DfbhEPQiKJ%2FVmhPXscJCE5QzvY%3D&reserved=0
https://edelivery.rsasecurity.com/dlm/auth_mgr_servers/auth_mgr_8_7/rsa-am-update-8.7.0.0.0.zip
https://community.securid.com/t5/securid-authentication-manager/rsa-securid-access-release-notes-for-rsa-authentication-manager/ta-p/680365
https://community.securid.com/t5/securid-authentication-manager/rsa-securid-access-release-notes-for-rsa-authentication-manager/ta-p/680365
https://edelivery.rsasecurity.com/dlm/auth_mgr_servers/auth_mgr_8_7/myrsa_new_existing_customer/rsa-am-extras-8.7.0.0.0.zip
https://edelivery.rsasecurity.com/dlm/auth_mgr_servers/auth_mgr_8_7/myrsa_new_existing_customer/rsa-am-extras-8.7.0.0.0.zip
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-update-download/ta-p/678383
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-update-download/ta-p/678383
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-readme/ta-p/678548
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-readme/ta-p/678548
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-web-tier-server-download/ta-p/678634
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-web-tier-server-download/ta-p/678634
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-web-tier-readme/ta-p/678549
https://community.securid.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-3-web-tier-readme/ta-p/678549

RSA Authentication Agent pro Windows - 7.4.5

RSA AA 7.4.5 Microsoft Windows Download - https://community.securid.com/t5/securid-
authentication-agent-for/rsa-authentication-agent-7-4-5-for-microsoft-windows-downloads/ta-

p/668927

RSA AA 7.4.5 Microsoft Windows Release Notes:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-7-4-5-for-
microsoft-windows-release/ta-p/669871

RSA Authentication Agent pro Apache —8.0.5

RSA AA 8.0.5 Web for Apache Download - https://community.rsa.com/t5/rsa-authentication-agent-
for/rsa-authentication-agent-8-0-5-downloads-for-web-for-apache/ta-p/585281

RSA AA 8.0.5 Apache Web Server Release Notes:
https://community.rsa.com/t5/rsa-authentication-agent-for/rsa-authentication-agent-8-0-5-for-web-
for-apache-release-notes/ta-p/585267

RSA Authentication Agent pro StoreFront —2.0.4

RSA AA Citrix StoreFront Agent 2.0.4 Download - https://community.securid.com/t5/securid-
authentication-agent-for/rsa-authentication-agent-downloads-for-citrix-storefront-2-0-4/ta-p/676659

RSA AA Citrix StoreFront Agent 2.0.4 Release Notes - https://community.securid.com/t5/securid-
authentication-agent-for/rsa-authentication-agent-2-0-4-for-citrix-storefront-release/ta-p/677192

RSA Authentication Agent pro IIS - 8.0.5

RSA AA 8.0.5 for Web for IIS Download - https://community.rsa.com/t5/rsa-authentication-agent-for-
iis/rsa-authentication-agent-8-0-5-downloads-for-web-for-iis/ta-p/585283

RSA AA 8.0.5 for Web for IIS Release Notes:
https://community.rsa.com/t5/rsa-securid-staged-documents/rsa-authentication-agent-8-0-5-for-web-
for-iis-release-notes/ta-p/585269
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