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Aktualizace Citrix, MS, RSA 04/2023

Cifrix

Souhrnné informace o vydanych hotfixech produktd Citrix naleznete na: Citrix Hotfix Center.
V dubnu 2023 vydal CITRIX nésledujici bezpecnostni aktualizace:

Citrix Virtual Apps and Desktops Current Release (CR)

V pripadé, Ze vyuzivate Citrix Virtual Apps and Desktops v CR vétvi, jsou vsechny opravy a bezpecnostni
hrozby rfeseny vydanim nové verze Citrix Virtual Apps and Desktops. Aktudlni verze v CR vétvi je 7 2303
(https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html)

Citrix Virtual Apps and Desktops 7 2203 Long Term Service Release (LTSR)

V ptipadé, Ze vyuZivate Virtual Apps and Desktops v LTSR vétvi, jsou viechny aktualizace a bezpecnostni
hrozby feseny vydavanim kumulativnich aktualizaci. Aktualni verze je 7 2203 LTSR Cumulative Update 2.

Aktualni verze Provisioning Services v LTSR vétvi je 2203 CU2.

Citrix Hypervisor (XenServer)

Recommended Hotfixes for Hypervisor 8.x

Aktualni LTSR verze pro 8.2 je Hypervisor 8.2 LTSR CU1

Aktualni LTSR verze pro 7.1 je Hypervisor 7.1 LTSR CU2

Citrix ADC (Netscaler)

Aktudlni verze Citrix ADC release:

e Release 13.1 — build 42.47/45.61
e Release 13.0 - build 89.7/90.7
e Release 12.1 — build 65.21/65.25
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http://support.citrix.com/search?searchQuery=*&lang=en&sort=cr_date_desc&prod=
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops.html
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/2203-ltsr/whats-new/cumulative-update-2.html
https://support.citrix.com/article/CTX225835
https://www.citrix.com/downloads/citrix-hypervisor/
https://support.citrix.com/article/CTX239916
https://www.citrix.com/downloads/citrix-adc/

Citrix Workspace app (Citrix Receiver)

Aktualni verze pro CR je Citrix Workspace app 2303

Aktualni verze pro LTSR je Citrix Workspace app 22.03.3 LTSR

Citrix Endpoint Management (XenMobile)

Aktualni verze Citrix Endpoint Management Serveru je 10.15:

http://docs.citrix.com/en-us/xenmobile/server.html.

= Microsoft

Souhrnné informace naleznete zde: Security Update Guide

V dubnu 2023 vydal Microsoft pro Windows servery 2016, 2019 a 2022 nasledujici Critical aktualizace:

Apr 11,2023  Windows Server 2016 = Remote Code Execution Critical 5025228 | CVE-2023-28250
Apr 11,2023 = Windows Server 2022 = Remote Code Execution Critical 5025230 | CVE-2023-28250
Apr 11,2023  Windows Server 2019 = Remote Code Execution Critical 5025229 | CVE-2023-28250
Apr 11,2023 = Windows Server 2016 = Remote Code Execution Critical 5025228 | CVE-2023-28232
Apr 11,2023  Windows Server 2016 = Remote Code Execution Critical 5025228 | CVE-2023-28231
Apr 11,2023  Windows Server 2022 | Remote Code Execution Critical 5025230 | CVE-2023-28232
Apr 11,2023  Windows Server 2019 = Remote Code Execution Critical 5025229 @ CVE-2023-28232
Apr 11,2023  Windows Server 2022 | Remote Code Execution Critical 5025230 | CVE-2023-28231
Apr 11,2023  Windows Server 2019 = Remote Code Execution Critical 5025229 CVE-2023-28231
Apr 11,2023  Windows Server 2016 | Remote Code Execution Critical 5025228 | CVE-2023-28220
Apr 11,2023  Windows Server 2016 = Remote Code Execution Critical 5025228 @ CVE-2023-28219
Apr 11,2023 = Windows Server 2022 = Remote Code Execution Critical 5025230 | CVE-2023-28220
Apr 11,2023  Windows Server 2022 = Remote Code Execution Critical 5025230 | CVE-2023-28219
Apr 11,2023 = Windows Server 2019 = Remote Code Execution Critical 5025229 | CVE-2023-28220
Apr 11,2023  Windows Server 2019 = Remote Code Execution Critical 5025229 | CVE-2023-28219
Apr 11,2023 = Windows Server 2016 = Remote Code Execution Critical 5025228 | CVE-2023-21554
Apr 11,2023  Windows Server 2022 = Remote Code Execution Critical 5025230 | CVE-2023-21554
Apr 11,2023  Windows Server 2019 | Remote Code Execution Critical 5025229 | CVE-2023-21554
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RSA

Prehled aktudlnich vydani a aktualizaci u spolecnosti RSA

RSA Authentication Manager 8.7

RSA AM 8.7 patch 3 Download:
https://edelivery.rsasecurity.com/dlm/auth mgr servers/am.update.8.7.0.3.0 2/am-update-

8.7.0.3.0.zip

RSA AM 8.7 patch 3 Release Notes:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-7-patch-
3-readme/ta-p/697481

RSA AM 8.7 patch 3 Web-Tier Server Download
https://edelivery.rsasecurity.com/dlm/auth mgr servers/am.update.8.7.0.3.0 2/am-webtier-

8.7.0.3.0.zip

RSA AM 8.7 patch 3 Web-Tier Server Release Notes:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-7-patch-
3-web-tier-readme/ta-p/697479

RSA Authentication Manager 8.6

RSA AM 8.6 patch 4 Download:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
4-update-download/ta-p/683896

RSA AM 8.6 patch 4 Release Notes:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
4-readme/ta-p/685762

RSA AM 8.6 Web-Tier Server patch 4 Download
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
4-web-tier-server-download/ta-p/683897

RSA AM 8.6 Web-Tier Server patch 4 Release Notes:
https://community.rsa.com/t5/securid-authentication-manager/rsa-authentication-manager-8-6-patch-
4-web-tier-readme/ta-p/685763

RSA MFA Agent 2.1.5 for Microsoft Windows

RSA MFA Agent 2.1.5 for Microsoft Windows Downloads:
https://community.rsa.com/t5/rsa-mfa-agent-for-microsoft/rsa-mfa-agent-2-1-5-downloads-for-
microsoft-windows/ta-p/698407
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RSA MFA Agent 2.1.5 for Microsoft Windows Release Notes:
https://community.rsa.com/t5/rsa-mfa-agent-for-microsoft/rsa-mfa-agent-2-1-5-for-microsoft-

windows-release-notes/ta-p/699417

RSA Authentication Agent pro Windows - 7.4.6

RSA AA 7.4.6 Microsoft Windows Download:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-7-4-6-for-
microsoft-windows-downloads/ta-p/698409

RSA AA 7.4.6 Microsoft Windows Release Notes:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-7-4-6-for-
microsoft-windows-release/ta-p/700629

RSA Authentication Agent pro Apache —8.0.6

RSA AA 8.0.6 Web for Apache Download:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-8-0-6-
downloads-for-web-for-apache/ta-p/690071

RSA AA 8.0.6 Apache Web Server Release Notes:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-8-0-6-for-
web-for-apache-release-notes/ta-p/691767

RSA Authentication Agent pro StoreFront —2.0.4

RSA AA Citrix StoreFront Agent 2.0.4 Download:
https://community.securid.com/t5/securid-authentication-agent-for/rsa-authentication-agent-
downloads-for-citrix-storefront-2-0-4/ta-p/676659

RSA AA Citrix StoreFront Agent 2.0.4 Release Notes - https://community.securid.com/t5/securid-
authentication-agent-for/rsa-authentication-agent-2-0-4-for-citrix-storefront-release/ta-p/677192

RSA Authentication Agent pro IIS - 8.0.6

RSA AA 8.0.6 for Web for IIS Download:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-8-0-6-
downloads-for-web-for-iis/ta-p/690070

RSA AA 8.0.6 for Web for IIS Release Notes:
https://community.rsa.com/t5/securid-authentication-agent-for/rsa-authentication-agent-8-0-6-for-
web-for-iis-release-notes/ta-p/691761
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